


Which is the third largest economy?

- USA
* China
. 9999
-~ Global Cybercrime Damage Costs:
e $6 TrillionUSD a Year. *
e $500 Billion a Month.
e $115.4 Billion a Week.

e $16.4 Billion a Day.
e $684.9 Million an Hour.

ALL FIGURES ARE

e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.

CYBERSECURITY
* SOURCE: CYBERSECURITY VENTURES VENTURES

e




Importance of Cyber Security

“The only system which is truly secure is one which is
switched off and unplugged, locked in a titanium safe,
buried in a concrete bunker, and is surrounded by
nerve gas and very highly paid armed guards. Even
then, | wouldn’t stake my life on it.”

- Professor Gene Spafford
https://spaf.cerias.purdue.edu/

In security matters:
There is nothing like absolute security
We are only trying to build comfort levels, because security costs money and
lack of it costs much more
Comfort level is a manifestation of efforts as well as a realization of their
effectiveness & limitations



https://spaf.cerias.purdue.edu/

Importance of Cyber Security

1 The Internet allows an attacker to work from anywhere on
the planet.

1 Risks caused by poor security knowledge and practice:
[ ldentity Theft
1 Monetary Theft
[ Legal Ramifications (for yourself and your organization)
[1Sanctions or termination if policies are not followed

1 According to the SANS Institute, the top vectors for
vulnerabilities available to a cyber criminal are:
1 Web Browser
[1IM Clients

1 Web Applications - “
[Excessive User Rights K,




Cyber Security

Cyber security refers to the body of technologies,
processes, and practices designed to protect
networks, devices, programs, and data from attack,
damage, or unauthorized access.

$1 Trillion Has Been Spent Over
The Past 7 Years On Cybersecurity,
With 95% Success... For The Attackers
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46% say thaey can't prevent altackers 10096 of ClOs balieve a breach wall Enterprises have seena 26% ncreasa

frombreaking intointernal networks occur through a successiul phishing in security modents despite
eachtime it s attempted attackin next1Z2 maonths increasing budgets by 9% Yo




Cyber Security

339/, OF MOBILE RANSOMWARE INFECTIONS a
INCREASED FROM2017® [ o |

ONE IN 3 6 MOBILE DEVICES HAD HIGH
RISK APPS INSTALLED *

DID YOU
o KNOW...
tﬁ/e globa;l

cybersecurity The cost for

Workf,orcte thortage cybersecurity will rise
is projected to

reach upwards of ~ UP to $6 TRILLION
1°8 MlLLION by 2021 ¢ 69% of cybersecurity
unfilled positions ® & experts say thelf team

https://www.varonis.com/blog/data-breach-statistics/

of Microsoft Office
27% 365 users were the top

targets of phishing

incidents, including those

& involving BEC scams ®



https://www.varonis.com/blog/data-breach-statistics/

Cyber Security is Safety

Security: We must protect our computers and data in
the same way that we secure the doors to our homes.

Safety. We must behave in ways that protect us
against risks and threats that come with technology.




Cyber Security Domains
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EVEN THE BEST SECURITY SYSTEM

Only functions when itis activated




What is a Secure System? (CIA Triad)

Confidentiality - restrict
access to authorized
individuals

Integrity - data has not
been altered in an
unauthorized manner
Availability - information
can be accessed and
modified by authorized
individuals in an
appropriate timeframe

Availability



CIA Triad

COnf]dent]al]ty Example:

Criminal steals
customers’
usernames,
passwords, or credit

Protecting
information
from
unauthorized
access and
disclosure



CIA Triad

Integrity

Protecting
information
from
unauthorize
d
modificatio
n

Example:
Someone alters payroll
information or a

proposed produc
design




CIA Triad

Availability

Preventing
disruption
in how
information
is accessed

Example:

Your
customers
are unable to
access your
online
services




Threats and Vulnerabilities

1 What are we protecting our and our stakeholder
information from?

~Threats: Any circumstances or events that can
potentially harm an information system by
destroying it, disclosing the information stored o
the system, adversely modifying data, or making
the system unavailable

~Vulnerabilities: Weakness in an information system
or its components that could be exploited.




1 Phishing and
Spear- phishing

- SocialAttérSering Scams

- Common Malware and
Ransomware

1 Business Email
Compromise

- Fake websites that steal
data or infect devices

- And much more




Phishing

1 Phishing refers to the practice of creating fake emails or SMS that appear t
S\(l)nge from someone you trust, such as: Bank, Credit Card Company, Popula
ebsites

1 The email/SMS will ask you to “confirm your account details or your
vendor’s account details”, and then direct you to a website that looks just
like the real website, but whose sole purpose is for steal information.

o Of course, if you enter your information, a cybercriminal could use it to
steal your identity and possible make fraudulent purchases with your
money.

MosY S HIGHLY .
-y : g MOBY DicK
MASS-SCALE SPEAR
PHISHING PHISHING WHALING
Attack where fraudsters cast Tailored to a specific Specialized type of spear
a wide net of attacks that victim or group of victims phishing that targets a “big”
aren't highly targeted using personal details victim within a company

e.g., CEO, CFO, or other executive



Phishing Statistics

~ Verizon DBIR 2020: Phishing is the biggest cyber threat for
SMBs, accounting for 30% of SMB breaches

~ KnowBe4: 37.9% of Untrained Users Fail Phishing Tests
~ 84% of SMBs are targeted by Phishing attacks
" A new Phishing site launches every 20 seconds
- 74% of all Phishing websites use HTTPS

~ 94% of Malware is delivered via email

The Inevitability of the Click
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E-mails Per Campaign

Probability of at Least One Click (%)




Example of Phishing

Google Kl ~# 0f

Gmail ~ - a O § - % B

Important: Your Password will expire in 1 day(s) Inbox  x -
MyUniversity 12:18 PM (50 minutes ago) ~ -
fome |«

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

@ Thank you
MyUniversity Network Security Staff

MY UNIVERSITY




Social Engineering

' When attempting to steal information or a
person’s identity, a hacker will often try to
trick you into giving out sensitive information
rather than breaking into your computer.

1 Social Engineering can happen:

1 Over the phone

1 By text message

~ Instant message

1 Email



Malware

~ Malware = “malicious software”

' Malware is any kind of unwanted software that is
installed without your consent on your computer
and other digital devices.

1 Viruses, Worms, Trojan horses, Bombs, Spyware,
Adware, Ransomware are subgroups of malware.




A virus tries to infect a carrier, which in turn
relies on the carrier to spread the virus around.

A computer virus is a program that can replicate
itself and spread from one computer to another.




Viruses cont.

1 Direct infection: virus can infect files every time a user
opens that specific infected program, document or file.

1 Fast Infection: is when a virus infects any file that is
accessed by the program that is infected.

1 Slow infection: is when the virus infects any new or
modified program, file or document.

1 Great way to trick a antivirus program!

1 Sparse Infection: is the process of randomly infecting
files, etc. on the computer.

1 RAM-resident infection: is when the infection buries
itself in your Computer’s Random Access Memory.



Logic Bombs: is programming code that is designed to
execute or explode when a certain condition is
reached.

Most the time it goes off when a certain time is reached or a

program fails to execute. But it these bombs wait for a
triggered event to happen.

Most common use of this is in the financial/business world.

Most IT employees call this the disgruntled employee
syndrome.




Trojans

1 Trojan horse: is a program or software designed to look like a
useful or legitimate file.

' Once the program is installed and opened it steals information o
deletes data.

1 Trojan horses compared to other types of malware is that it
usually runs only once and then is done functioning.

~ Some create back-door effects

1 Another distribution of Trojans is by infecting a server that hosts
websites.

1 Downfall of Trojans: very reliant on the user




Worms

- Worms and viruses get interchanged commonly in the
media.

1 In reality a worm is more dangerous than a virus.
1 User Propagation vs. Self Propagation

1 Worm is designed to replicate itself and disperse
throughout the user’s network.

~ Email Worms and Internet Worms are the two most
common worm.




Email Worm

' Email worm goes into a user’s contact/address book
and chooses every user in that contact list.

1 It then copies itself and puts itself into an attachment;
then the user will open the attachment and the process

will start over again!
~ Example: | LOVE YOU WORM




An Internet Worm is designed to be conspicuous to the
user.

The worms scans the computer for open internet ports
that the worm can download itself into the computer.

Once inside the computer the worms scans the
internet to infect more computers.




Secretly takes over another networked computer
by exploiting software flows

Builds the compromised computers into a zombie
network or botnet

a collection of compromised machines running
programs, usually referred to as worms, Trojan horses,
or backdoors, under a common command and control
infrastructure.

Uses it to indirectly launch attacks
E.g., DDoS, phishing, spamming, cr




Adware and Spyware

1 Adware is a type of malware designed to display
advertisements in the user’s software.

1 They can be designed to be harmless or harmful; the adware
gathers information on what the user searches the World Wide
Web for.

1 With this gathered information it displays ads corresponding to
information collected.

1 Spyware is like adware it spies on the user to see what
information it can collect off the user’s computer to display pop
ads on the user’s computer.

1 Spyware unlike adware likes to use memory from programs
running in the background of the computer to keep close watch
on the user.

1 This most often clogs up the computer causing the progr
computer to slow down and become un-functional.




Website

Compromised
Website

Spammed
Link

Malicious
Advertisement

N

Traffic Direction

System

Exploit
Server Kit

Ransomware

Banking
Trojan
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Malware




|dentity Theft
Impersonation by private information
Thief can ‘become’ the victim

Reported incidents rising

Methods of stealing information
Shoulder surfing
Snagging
Dumpsterdiving
Social engineering
High-tech methods



ldentity Theft

' Loss of privacy
~ Personal information is stored electronically
~Purchases are stored in a database
~Data is sold to other companies
~Public records on the Internet
~ Internet use is monitored and logged
~ None of these techniques are illegal




Denial of Service Attack

f

Denial-of-Service (DoS) Attack

In the most common
example of Denial-of-
Service (DoS) attacks, an
attacker uses a network
of hijacked computers.

This network is used to
flood the target site with
phony server requests,
leaving no bandwidth for
legitimate traffic.

HACKER

TARGET SERVER




Ransomware

1 Ransomware is a type of
malware that restricts your
access to systems and files,
typically by encryption and then
demands a ransom to restore
access.

1 Often, systems are infected by
ransomware through a link in a
malicious email. When the user
clicks the link, the ransomware
is downloaded to the user’s
computer, smartphone or other
device. Ransomware may spread
through connected networks.

97%

__J Recovered

39 1% 2ot or ther pi
; 3% e = ash or other privacy
=== Lost

16.2 days

Average number of days a
ransomware incident fasts

990/0 Bitcoin

e



Ransomware

INITIAL CREDENTIAL LATERAL
ACCESS THEET T PERSISTENCE PAYLOAD

# RDF brute force | | Mimikatz I Cobalt 5tnke - Mew accounts RobbinHood

[ Vulnerable internet- | [ [ )
# tacing systern V‘ LSA secrets ]_ WL GPO changes
- . il "'l
Weak application ] Credential vault Abuse of ] [ Shadow IT tocls
sethings ] | J management tocls ] 1
Credentialsin | | Pskxec [ Scheduled task Vatet loader

plaintext |

_' Abuse of service [ ) ) .

\ accounts ]_ .. Service registration

Top Ransomware Vulnerabilities:

» RDP or Virtual Desktop endpoints without MFA

» Citrix ADC systems affected by CVE-2019-19781

* Pulse Secure VPN systems affected by CVE-2019-11510

* Microsoft SharePoint servers affected by CVE-2019-0604
* Microsoft Exchange servers affected by CVE-2020-0688

» Zoho ManageEngine systems affected by CVE-2020-10189

https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healt
critical-services-heres-how-to-reduce-risk/



https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/

Ransomware Controls

~ Weapons-Grade Data Backups
~ Religious Patch Management

~ Plan to Fail Well (Incident Response Plan)
1 Know who to call!

~ Training and Testing Your People
~ Don’t Open that Email Link/Attachment




Business/Official Email Compromise

- BEC is a big problem for you and your organization:

~ Your email is compromised.

" Another employee of your organization is compromised
~ Almost always, these emails fall into 2 categories:

1. Downloading and spreading additional malware
automatically

2. Urging the customer to perform a financial
transaction immediately

 Tips and Tricks to share with customers:

~ BEC made up half of cyber-crime losses in 2019; $75K
per scam

~ Standard phishing email awareness - don’t click links
or download attachments

~ Pay attention to the email address
- Enable MFA for business email accounts



Business Email Compromise

Step 3:

E-MAIL

From: Finance Director
SUBJECT: Initiate Acquisition
— B

*Note: Parpetrators may continue to
groom the victim into transferring more
funds.

mBusiness E-Mail Compromise Timeline

An outline of how the business e-mail compromise is executed by some organized crime groups




ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

-- EMPLOYEE ACCOUNT
COMPROMISE

CEO FRAUD /
CEOIMPERSONATION

BOGUS INVOICE

MAN-IN-THE EMAIL SCAM f Y¥
#-ECareful INTERPOL




COVID-19 Cyber Threats

BREAKING NEWS

Fake Oximeter App to Steal Mobile Data '




COVID-19 Cyber Threats

OTP Fraud Call !!!

r Can i have your OTP? ]
L

NAGPURTODAY.IN




COVID-19 Cyber Threats

Ladi Practice Social Distanci... @
@LadiSpeaks o.ad
=

| received this message from one
of my closest associates and |
know it's time to address to things
like this because if he can
deceived, anyone can them
especially in this period of
"everyone is offering things for
people” #CyberAttack

Netflix against Coronavirus
In this quarantine, get a free account!
nettlixc-usa net

Due to the CoronaVirus pandemic worldwide,
Netflix is giving some free pass for their
platform during the period of isolation. Run on
the site cause it will end quick!

https://netflix-usa.net/?free-isolation-period




COVID-19 Cyber Threats

Re: SAFTY CORONA VIRUS AWARENESS WHO {;"‘_’—**#’*TT e S e e
@ World Health Organization

O T 'L*wn\ V)O.A- -;rit;:a '

_ in response to the current Covid-19
{1‘%) World Health pandemic, XYZ Inc. has formulated dis-
i ¢ Organization ease management guidelines to protect
its employees, Please find attached the
Dear Sir, policy document which contains Covid-19
GO through the attached document on safty refated Information and safery measures
measures regarding the spreadings of corona vIrus. 10 be followed by all employees. It IS
mandatory for everyone to read the
Click on the button below to download document and sign the undertaking

Safety measures before 1 April 2020,
common sympstoms Incuge fever,

coughcshortness of breath and breathing For any further gueries, CoONtact Mr
difficultles, Fakeguy, Senlor Manager, HRD, between
9 am and 6 pm on all weekdays.

Regards,
or. Stella Chungong > ‘T\ Sincerely,
Specialist wuhan-virus-advisory I{“n Pan Demic

F AKE Senlor Manager, HRD




COVID-19 Cyber Threats |

Google: 18+ Million COVID-19 emails In just the one
week, in addition to 240M daily COVID-19 spam
messages

Phishing up 667% right now

FBI IC3: 4x complaints per day (1K before COVID-19, now
3k-4k per day)

148% spike in ransomware attacks due to COVID-19

30%-40% increase Iin attacker interest relating to RDP (as
measured by Shodan)

26% Increase in e-comm web skimming in March

Healthcare, Financial Services, Medical Suppliers and
Manufacturing, Government and Media Outlets all seeing
a large increase Iin cyber threats




Cyber Crime

Cyber Crime Is a generic term that refers to all criminal
activities done using the medium of communication
devices, computers, mobile phones, tablets etc. It can be
categorized In three ways:

The computer as a target — attacking the computers of
others.

The computer as a weapon- Using a computer to commit
“traditional crime” that we see In the physical world.

The computer as an accessory- Using a computer as a
“fancy filing cabinet” to store illegal or stolen information.




Types of Cybercrime

Online Identity
scams theft

lllegal
| content Botnets |
Phishing
attacks berstalking |
Exploit Social
kits engineering
Potentially Flood attacks
unwanted programs

SecurityTrails




5 Types of Cyber Criminals
£33
@200 =

The Hacker The
Social Engineer Spear Phlsher Rogue Employee Ransom Artist

e

PASSWORD
* % % k%




How do you look like to Bad guys?

HmEn!:-ml:iso

66.233.160.64




Hacking
1 Financial (theft,

fraud, blackmail)

1 Political/State (state
level/military)

~ Fame/Kudos
(fun/status)

1 Hacktivism (cause)

1 Pen Testers (legal
hacking)

- Police

1 Insider
| Business

WHY HACKERS HACK
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Black hat - Grey Hat - White Hat

Al




ETHICAL
HACKING

SKILLS

"4




System hacking is a vast subject that
consists of hacking the different software-

based technological systems such as laptops,
desktops, etc.

System hacking is defined as the
compromise of computer systems and
software to access the target computer

and steal or misuse their sensitive
information.

Here the malicious hacker exploits the
weaknesses in a computer system or

network to gain unauthorized access to its
data or take illegal advantage.

Hackers generally use viruses, malware,
Trojans, worms, phishing techniques, email
spamming, social engineering, exploit

operatillj)gl system vulnerabilities, or port
1

vulne{a ities to access any victim’'s
system.




THE RISE OF CYBER-
CRIME AS A SERVICE

Cybercrime as
a-Service lIs a
Top Threat

Exploit kits (toolkits

for hire that make
cyber-crime easier by
automating the creation
and delivery of malware)
remain the biggest

threat. They account for
50% of the index.

CI0 INSIGHT




HACKING WEB SERVER
(VPS OR HOSTING)

SETTING UP KEYLOGGER

DDOS (PRICES MAY VARY)
HACKING PERSONAL COMPUTER
HACKING CELL PHONES

EMAIL HACKING

SOCIAL MEDIA ACCOUNT HACKING

CHANGE SCHOOL GRADES
FUD RANSOMWARE + DECRYPTER

0.034 - 0.0449,0.47
0.0263

0.0534, 0.078 - 0.39
0.0364, 0.044 - 0.55
0.047 - 0.093

0.078 - 0.12
0.0352, 0.054 - 0.11
0.19-0.58

12M0/0.14
6 MO /0.076
1 M0/0.019

$220 - §500, §3,000

$170

$360, $500 - §2,500
$280, $500 - §3,500
$300 - $600

$500 - $800
§230, $350 - §700
$1,200 - §3,750

12 M0 / §900
6 M0 / 490
1 M0/ §120




Surface Web is only the Tip of the Iceberg

DEEP WEB

Cloud Storage, Patent Data, Research
Articles, Legal. Documents, Financial
Records, ...

DARK WEB
Onion Sites, Hidden Marketplaces,
Anonymous Journalism, ...

95 %




Global Cyber Security Trends - The next wave

Recent studies reveal three major findings:

Growing threat to national security - web espionage becomes
Increasingly advanced, moving from curiosity to well-funded and
well-organized operations aimed at not only financial, but also
political or technical gain

Increasing threat to online services — affecting individuals and
Industry because of growth of sophistication of attack techniques

Emergence of a sophisticated market for software flaws —
that can be used to carry out espionage and attacks on Govt.
and Critical information infrastructure. Findings indicate a blurred
line between legal and illegal sales of software vulnerabilities

Mischievous activities in cyber space have expanded from
novice geeks to organized criminal gangs that are going Hi-
tech




Attacks today are AUTOMATED!

It’s not some dude sitting at his hacker desk all day typing out
ping commands to IP addresses via the command prompt

manually...
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Automate Wi-Fi
hacking with
Wifitecd
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Dr Laura Toogood, MD Digitalis Rep
Erin Jacobs, CSO at UCB Financial Services

James Lyne, CTO, SANS



How We Protect Information?

" People

1 Training, education, awareness, repetition

1 Process

' Governance, oversight, policy, reporting

~ Technology

~ Firewalls, IDS/ISP, SIEM, anti-malware

TECHNOLOGY

. Strong passwords, Logging/monitoring

~ Which is the weakest link?



Social Engineering Best Practices

1 USE YOUR SECURITY SPIDER SENSE!

~ ALWAYS validate requests for
information if you’re not 100000%
sure

1 Call a number YOU know

1 Google it...

7 ALWAYS ASK QUESTIONS!

1 Is this who | think it is FOR SURE?

1 Did someone mention this to me
personally, or was it discussed at a staff

meeting?
1 Is this the FIRST I’m hearing about this?




BEC Best Practices

1 Avoid using free web-based email for business

~ Not only less-professional, but easier to hack,
typosquat, or spoof

- Domains and email addresses are cheap, especially
compared to BEC

~ Register similar domains to yours to prevent
typosquatting e.g. delaplex.com vs. delapelx.com

| Be careful about the information you share on
your website or Social Media (LinkedIn, Facebook)
about job duties or positions, especially for
positions with transactional or purchasing authority

- Think through Out of Office email responders



If you know the enemy and
know yourself, you need not
fear the result of a hundred
battles.

If you know yourself but not
the enemy, for every victory
gained you will also suffer a
defeat.

If you know neither the enemy
nor yourself, you will succumb
in every battle.




WHAT IS FOOTPRINTING?

1 Definition: the gathering of information
about a potential system or network (the
fine art of gathering target information)
1 a.k.a. fingerprinting

1 Attacker’s point of view

1 ldentify potential target systems

1 Identify which types of attacks may be useful
on target systems

1 Defender’s point of view

- Know available tools

1 May be able to tell if system is being

footprinted, be more prepared for possible
attack

~ Vulnerability analysis: know what
information you’re giving away, what

weaknesses you have




WHAT IS FOOTPRINTING?

1 System (Local or Remote)
" IP Address, Name and Domain
1 Operating System

1 Type (Windows, Linux, Solaris,
Mac)

1 Version (XP/Vista/7/10,
Redhat, Fedora, SuSe, Ubuntu,
OS X)

1 Usernames (and their
passwords)

- File structure

1 Open Ports (what
services/programs are running
on the system)

I Networks / Enterprises

1 System information for all
hosts

1 Network topology
~Gateways
~Firewalls

Overall topology

~ Network traffic information
1 Specialized servers

~ Web, Database, FTP, Email,
etc.

- Social Media




Vulnerability Scanner

1 Functions of Vulnerability Scanner are far different
from firewall or intrusion detection system.

- Vulnerability scanning tools helps you in protecting
your organization from any kind of security risks or
threats by scanning with deep inspection of
endpoints to ensure that they are configured securely
and correctly.

1 The prime aim of running a vulnerability scanner is to
identify the devices that are open for vulnerabilities.




Types of Vulnerability Scanner

Port scanner

Network vulnerability scanner
Web application security scanner
Database security scanner.

Host based vulnerability scanner
ERP security scanner.

Single vulnerability tests.

I A [ O

Vutnerability

identification Analysis Risk Assassment Remadiation

HMQRElg @ Q [e]
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Virus Detection

Simple Anti-virus Scanners
Look for signatures (fragments of known virus code)
Heuristics for recognizing code associated with viruses
Example: polymorphic viruses often use decryption loops
Integrity checking to detect file modifications
Keep track of file sizes, checksums, keyed HMACSs of contents

Generic decryption and emulation

Emulate CPU execution for a few hundred instructions, recognize
known virus body after it has been decrypted

Does not work very well against viruses with mutating bodies and
viruses
not located near beginning of infected executable




Virus Detection

Simple Anti-virus Scanners
Look for signatures (fragments of known virus code)
Heuristics for recognizing code associated with viruses
Example: polymorphic viruses often use decryption loops
Integrity checking to detect file modifications
Keep track of file sizes, checksums, keyed HMACSs of contents

Generic decryption and emulation

Emulate CPU execution for a few hundred instructions, recognize
known virus body after it has been decrypted

Does not work very well against viruses with mutating bodies and
viruses
not located near beginning of infected executable




Cyber Security and Privacy Starts and
Ends with Us!




Summary

| ‘ Cybersecurity will require a
E THE TR AlN . h significant workforce with
, | u deep domain knowledge.
) N | Almost everything is hooked
' up to the internet in some

sort of form.
Recent events have

g T | widened the eyes of many

+ security experts.

. N The ability to gain access to
high security organizations,

Infrastructures or

mainframes has frightened

many people.

R, T ey S Could one click of the
mouse start World War 1112







